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Introduction 
This document describes the procedures and best practices to 

successfully document infrastructure in the IT Portal. The best practices 

described should be considered guidelines for your users to quickly get 

familiar with the IT Portal. The guide discusses the IT Portal interface in 

detail to familiarize the end user with navigation.  Then the document 

goes into the discipline of proper infrastructure documentation.  This 

document was modelled after a discovery done by an MSP to onboard a 

new customer.  All aspects of the infrastructure were documented by the 

onboarding team to ensure the helpdesk will have all they need to 

support the new customer.  Below is a listing of items that are generally 

collected when doing documentation. 

• Company Synopsis 
o Who the Customer is and their line of business (Company 

Synopsis Page, Options Menu) 
o Physical location(s) (Add Menu  Sites) 
o Hours of Operation (Company Synopsis Page, Notes) 
o Primary Contacts and Stakeholders (Company Synopsis 

Page, Options Menu to select an existing contact) 
 Email 
 Phone 

o After hours Contacts and IT Contacts (Company Synopsis 
Page, Notes) 

 Email 
 Phone 
 When to contact and Severity 

o General Remote Access Information (Company Synopsis 
Page, Remote Access Notes) 
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• Logical Groupings of Contacts and Devices 
o Sites (Add Menu  Sites) 
o Facilities within sites (Add Menu  Facilities) 
o IP Networks (Add Menu IP Networks) 
o Network diagrams if applicable (Add Menu  Documents) 

 

• Vendor Information, Licensing, and Agreements (Add Menu  
Agreements) 
o Agreements expiration 
o Software subscriptions dates  
o Domain Name  
o SSL 
o Licensing  

 Keys 
 Login accounts 
 Support info/accounts  
 Device Warranties 

 

• Device Management  
o Servers physical and virtual and roles (Add Menu  

Devices) 
o Reboot dependencies (Add Menu  Lists or Documents w/ 

relationships defined) 
o Major application performance metrics (nice to have) 
o Workstations (Add Menu  Sites, Define number of 

workstation per site) 
o Printers (Add/Import Menu  Devices) 
o Firewall (Add Menu  Devices) 
o Routers (Add Menu  Devices) 
o Switches (Add Menu  Devices) 
o Storage (Add Menu  Devices) 
o Content Filters (Add Menu  Devices) 
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• Documentation  
o Specifically related to the customer goes in documents IE 

Internal products or policies and procedures (Add Menu  
Documents) 

o Products we support goes in to knowledgebase. IE 
Symantec Cloud (Add Menu KBs) 

 

• Accounts (Add/Import Menu  Accounts) 
o Service accounts  
o AD accounts  
o Administrator accounts for DSM  
o Registrar account 
o Cloud services accounts 

 

• Configuration Items (Add/Import Menu  Config Items) 
o Tangible items that are not IP addressable,  
o Application 
o LUNs (Defined Raid Sets on Storage Devices, not Servers) 
o Clusters 
o Databases  
o Web sites  
o Disks, and external drives  
o General DNS names 
o FTP sites 
o Group Policies  
o Map drives 
o Scheduled tasks 
o Services 
o SSID 
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IT Portal Users 
The IT Portal has different types of users and optional permissions  

1. Admins have full access to all companies and administrative 
functions regardless of security restrictions in place.   

2. Regular users by default can’t configure the IT Portal but they 
have access to all companies.  You may restrict access to 
companies if needed and it will apply to non-admin users. 

3. Restricted users are restricted to a subset of companies.  
4. Company users are user that are assigned to one company and 

are typically used by MSPs/Systems Integrators for their 
customers. Read only company users (Add/Edit/Delete 
Permissions disabled) do not count towards your user count if you 
are licensed for more than one IT Portal user. 

5. All Passwords permission gives users access to all passwords. 
Otherwise the user should be given permission to the object to 
access its username and password. 

6. Password Admins can run password list reports. 
7. Mobile App Access sets access to the free iPhone/Android App. 
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Login to the IT Portal 
To login you must provide your username and password.   
 

Your IT Portal may be setup to require 
an optional Key.  During setup, an 
encryption key is inputted to encrypt 
and decrypt all usernames and 
passwords.  The optional key is used 
as an extra security measure to salt 
the existing key.  If it is setup, you will 
be required to enter it at every login 
if you need access to 
usernames/passwords.  
 
If you forget your password and your 
account is not active directory 
integrated, you can reset your 
password. If you forgot your 

username, you must contact your admin. 
 
If the computer you are logging into is untrusted, it is recommended 
that you use a one-time password or Google Authenticator.  
 

 
 

Setting up your one-time password 
Google Two Factor Authentication. 

 
Optionally save your username and password and set your timeout. For 
security reasons, you session expires if you login from another PC. You 
will be informed that someone logged in from another IP address. 
 

http://kb.siportal.com/portal3/kb/#article/?rID=KB&KBID=2&Method=View&Permalink=3F28241D47787F565D46515D6469615D484158566370703F3F45DAEA97C1050EB15D8D9731B7360C9F0584F703BE9755682E10BEBBFEBC560704B2B0E3D125CC
https://kb.siportal.com/?U=15692731315251
http://kb.siportal.com/portal3/kb/#article/?rID=KB&KBID=2&Method=View&Permalink=3F28241D47787F565D46515D6469615D484158566370703F3F45DAEA97C1050EB15D8D9731B7360C9F0584F703BE9755682E10BEBBFEBC560704B2B0E3D125CC
http://kb.siportal.com/portal3/kb/#article/?rID=KB&KBID=2&Method=View&Permalink=3F28241D47787F565D46515D6469615D484158566370703F3F45DAEA97C1050EB15D8D9731B7360C9F0584F703BE9755682E10BEBBFEBC560704B2B0E3D125CC
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IT Portal Interface 
 

Mobile/Table/Desktop Friendly 
The IT Portal is very device friendly.  You should do most of your editing 
from a device with a larger screen like a tablet or a desktop, but the IT 
Portal will conform to the screen on your device. Below are examples of 
how the IT Portal will look at different resolutions from a full desktop, 
tablet, and smart phone. A fast searching mobile app is available at the 
App Store and Google Play as well. 
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MSP (Multi-Company) Synopsis View 
If your IT Portal has more than one company defined, a multi-company 

synopsis view is presented at login. This view is an aggregate of all the 

objects in the IT Portal.  This view provides a good understanding of your 

support environment as object counts are provided. 
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Company Synopsis View 
Below is an outline of the synopsis screen for a single company 

1. Powerful CLI/Keyword searching 
2. Critical Objects (See #7) 
3. Links Menu (Admin Settings > Site Settings > Links) 
4. Add/Import Menu 
5. Settings Menus 
6. Breadcrumb/Navigation 
7. Click the Gear icon to toggle Widgets on/off 
8. Company Name 
9. Options Dropdown 
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Turning subscriptions on for all objects in a company 

 

 

Turning subscriptions on for an object in a company 
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Searching 

As data sets grow, using an entire database search may not return a 
fast enough result.  Hence, we have two options and both are described 
below.  

 
Crawl Search 
Searches all data in the Portal. 
 
Quick Search  
Searches the specific Fields: 

• Object Types, Names, and Descriptions for (Sites, Facilities, Rack 
Cabinets, IP Networks, Accounts, Agreements, Contacts, 
Configurations, Documents, Devices, KBs, and Forms) 

• All Names 
• All Descriptions 
• Agreement Vendor 
• Contact Phone Number 
• Contact Email 
• Device Serial 
• Device Tag 
• Device IP Address 
• Device MAC Address 
• Device Manufacturer and Model  
• Optionally can enable username search in Password Policy 
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 Search Overview & Video 

 

 

 

 

 

 

http://kb.siportal.com/portal3/#ajax-objects/?rID=KB&KBID=32&Method=View&RDM=0.3760034
http://kb.siportal.com/?U=XBnnv3Kx
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Command Line Interface  

The cursor always defaults to the CLI (Command Line Interface). The 

example below “cd\handover” took us to the handover management 

company. 

 

 

Examples: 

1. Go to a firewall 

a. device\asa01 AKA dev\asa01 

2. See a list of firewalls for company ACME 

a. cd\acme\devicetype\firewall AKA cd\acme\dt\firewall 

3. Go to a of document 

a. document\network diagram 
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The CLI works much like a DOS command prompt. Unlike DOS, 

abbreviations are accepted in the commands and search criteria. If 

currently viewing a company, the searches are limited to that company.  

  

 Describes the various Command Line Options 
 

 

 

  

 

  

http://kb.siportal.com/portal3/#ajax-objects/?rID=KB&KBID=32&Method=View&RDM=0.3760034
http://kb.siportal.com/portal3/#ajax-objects/?rID=KB&KBID=32&Method=View&RDM=0.3760034
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Add/Import Menu 

The + button will provide you options to add and import objects into the 
IT Portal.  
 
The “Add Objects” option allows you to manually create a single item. All 
objects can be imported via a tab delimited file.   

 
 
The import process for devices also allows importing Servers, 
Workstations, and IP Networks from Active Directory. Be sure to update 
the description fields in AD so they get imported into the IT Portal. 
 
You can also import/synchronize companies and contacts from Autotask 

and ConnectWise.  Contact support@siportal.com for integration with 

your PSA if it has an API otherwise use the import options. 

 

mailto:support@siportal.com
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Object Lists 

Below is a listing of the account objects in the IT Portal.    Listing options 

include 

 

1. The ability to copy the list to your clipboard 

2. You can print the list 

3. You can export the list to CSV, Excel, or PDF File 

4. You can also limit the number of items listed on screen 

 

You can use the filter field to find exactly what you are looking for. The 

above listing was filtered by searching for the “fortress” The filtering 

criteria simply has to be separated by a space.  

 



Page | 21          
 

Documenting a Generic Device 

In the IT Portal, you can document Servers, Routers, Firewalls, and 
Switches. You also have custom devices like phone systems, KVM, 
backup drives, Clusters, Active Directories, or UPS Systems. Store vital 
information on these devices. Track information like configuration, 
running services, IP addresses, passwords, applications, and more. 
 
  * General Information is used to identify the device 
  * Document Network Interfaces and what switch they are plugged into  
  * Document login and management info  
  * Links to contacts, devices, documents, agreements, and emails are  
     displayed to show how the device relates to the organization.  
  * Import WMI information from windows devices using the Option     
     button after adding/editing  
 
Below I will describe the process used to document an FTP server for an 
organization. Though this is an FTP server, the process of documenting 
any device is pretty much the same.  As information is acquired, you 
should consider documenting it. In this scenario, an FTP server was setup 
previously and an engineer was asked to document it.   
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Adding a Device 
We start the process by clicking the plus (+) button to get the add objects 
context menu and then select “Device.” You can also go to the bottom 
left Add Menu and select “Device.”  
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1) Enter the Device Name.  
2) Select the Company and Site that the device will exist in. 
3) Select the type of device and a description of the device. 
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Device Options Menu 
At this point, not much is documented. While viewing the device, you 
can go to options menu to edit, delete, update, or enable subscriptions 
to updates for this device. You can also access the options menu when 
viewing a list of devices. 
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Editing/Deleting Device 

As changes are made to a device, the device should be edited to include 
those changes. Changes are recorded and documented. Hence feel free 
to make the needed changes knowing that your changes won’t result in 
loss of data. 

 

 

 
 

Updating Device 

Options Menu  “update device” is used to collect hardware 
information via WMI calls.  This will download a script that will 
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automatically collect the data and send it to the IT Portal.  Note, if you 
run the script again, it will not modify any fields that already have data 
populated.  WMI information will be overwritten. 
 
Pre-Requirements for update device to work include 
You must be logged into a machine that is on the domain and your active 
directory user account must have administrative permission to the 
machine. Alternatively, if the machine is not domain joined, you can login 
to the machine and run the “Update Device” script. 
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The WMI information below was also collected.  You may be tempted to 
constantly update the device, but consider the information found below 
as a baseline.  The information below is a point in time of how this server 
looked when it was first documented.  As time goes by you can use this 
information to compare the baseline disks, shares, software, and 
services to those that currently exist on the production server.  Hence 
you can project the growth of a server and see how it has changed. 
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Remote Access Info and Passwords 
To record management information about this device, two fields are 
provided. “Preferred Access” to note the protocol/application used and 
the IP address.  If you prefer, you can specify a URL to be displayed 
instead.  The link title is the text that will be displayed. When the user 
clicks the text, the URL will be accessed.   
 
The username and password fields are used to access this device. Other 
login accounts that are used for monitoring or exec level access can be 
documented as separate accounts and linked to this device. That will be 
covered next. 
 
Editing a device access info 
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Viewing a device access info 
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Related Objects 
The accounts below were documented that related to this device.  While 
editing the device, you can link these accounts. The last column is used 
to provide information regarding the relationship between the account 
and the device.  Below we see support information for the FTP software, 
a few FTP accounts that were setup, and an AD account used to start the 
service.  
 

 
 
Agreements were documented that relate to this device. The FTP 
software license was documented in case the application needs to be 
reinstalled. A public key was also saved, used by a particular user to login 
to the FTP server.  
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Documented the vendors and users that have been involved in the setup 
of this FTP server. 

 
 
Documented the devices that are related to this ftp server. The 
relationship field notes the ports allowed for this FTP Server. 

 
 
Documented the Install guides, testing procedures, and a build book that 
has detailed the install and discusses the business requirements that 
were met by using this particular FTP Server. 
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Assigned Configuration Objects 
Configuration Objects can be linked but they can also be specifically 
assigned to a device. In this case they were assigned.  Below are 
applications installed on the FTP Server and the DNS name for the FTP 
Server. 

 
 

Recorded Field Changes 
Field Changes were recorded as the device was updated in the IT Portal. 
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Services 

Documented that this server is running the FTP Service.  This allows for 
services to be enumerated in the synopsis page. 

 
 
Synopsis Page Listing Services 

 
 

Review 
After the server was put into production, changes that occurred on the 
server were recorded via the Review tab 
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Securing Access 
While editing this device, restrictions were put in place to ensure that 
only a group of users can access it. All other regular users were denied 
access via the “Block all users..” checkbox. Company users were also 
blocked.  Company users are usually restricted from accessing login 
accounts used by your engineers. By default, all company objects can be 
accessed by users.  You can set restrictions at a company level, object 
type level (i.e. Devices), or at an object level.   
 
 See KB for more information 

 

 
  

https://kb.siportal.com/?U=ajzVoJfW
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Documenting Routers & Firewall 

Configuration 
The IT Portal has a configuration field for all devices.  But the 
configuration fields are most helpful for Routers and Firewalls.  As 
configurations are updated, each prior configuration is saved.  You can 
use the compare feature to see how a configuration has changed over 
time.  Below is an example of a firewall configuration. Highlighted in 
black are the differences between two sample configurations. 
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Documenting Switches 
You can define groups of ports for switches. While editing the switch or 

a network interface for a device you specify where it is connected. For 

modular switches, ports can be defined with optional FPC and slot 

numbers. 

 

Documenting Clusters 
Clusters are virtual devices that is hosted by multiple devices. They 

usually have an IP address for accessing the resource that is hosted by 

the cluster.  Clusters can be services like databases, virtualization, file, 

and print services. Storage can also be shared in a clustered network raid 

environment or shared in a group management.  When documenting all 

types of clusters be sure to document the virtual IPs and cluster 

resources as configuration objects. Be sure to link the devices that are 
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part of the cluster and the accounts used to login to the cluster. 
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Documenting Accounts 

Below is an example account used to manage a blackberry enterprise 

environment.  Accounts are typically used to record login, subscriptions, 

and support accounts used by a company. 
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Documenting Agreements 
Below is a sample license from Microsoft for an exchange server 

environment. Keep track of agreements like licenses, support contracts, 

and SLAs. Ensuring you always have access to the needed info when 

renewing or rebuilding. 
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Documenting Contacts 
Below is a sample contact for a user at a company. Record information 

regarding users and consultants that relate to a company. 

 * Link contacts to devices they may manage 

 * Assign skill sets to contacts to quickly find expertise 

 * Assign a picture for verification of individuals entering data centers 
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Documenting Configuration Objects 
Below is a sample application documented in the IT Portal. Configuration 
Objects are tangible and non-objects that are usually assigned or to 
attached to devices. Examples of configuration objects includes 
websites, disks, LUNs, applications, and Scheduled Tasks. 
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Documenting Documents 
Save important files, images, and notes about your environment as 
documents. Link them to devices and other objects. Sample Documents 
include Build Books, Diagrams, Check Lists, Forms, DR Documentation, 
and Policies and Procedures. 
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Documenting Sites 
Sites are groupings of devices. A site can be a physical site like a company 
office, a data center, or a campus. Access a site to view address 
information, network diagrams, IP networks, devices, and services 
running on those devices. 
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Documenting Facilities 
Facilities are groupings of devices that exist in a site. If a site was 
considered a campus, a facility can be a building in that campus, a floor, 
a suite, etc.  Viewing a facility in the IT Portal is like a site as shown above. 

Documenting Cabinets 
Cabinets are groupings of devices that exist in a Rack/Cabinet. When 
editing a device, you can define what cabinet it is located in.  This can be 
handy when locating where a device is physically housed in a rack. 
Viewing a cabinet is in the IT Portal is like a site as shown above. 

Documenting IP Networks 
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IP Networks let you group devices by logical IP Subnets. You can specify 
the IP Network for a device while editing it. You can also use the “Move 
Devices” wizard shown below. 
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Documenting KB Articles 
Create searchable knowledge base articles in the IT Portal. KB articles 

should be used as general how to guides regarding the technologies that 

you use to support your infrastructure. Information relating directly to a 

company should be saved as a document. For example, a script to install 

pre-requirements for a product can be in the KB, but a document 

showing the results of running the script for a device should be kept 

under documents.  
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Additional Information 
If you need additional information, be sure to review our website 

located at https://www.it-portal.com/v4/ 

 

We would also welcome you to view: 

Administrator Guide 

https://kb.siportal.com/?U=oKOqA2A2 

 

Administrator Training 

https://www.youtube.com/watch?v=bREqqqnBQWs 

 

Onboarding Guide 

https://www.it-portal.com/releases/IT-Portal-Onboarding-Guide.pdf 

 

 

 

https://www.it-portal.com/v4/
https://kb.siportal.com/?U=oKOqA2A2
https://www.youtube.com/watch?v=bREqqqnBQWs
https://www.it-portal.com/releases/IT-Portal-Onboarding-Guide.pdf
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