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Introduction

This document describes the procedures and best practices to
successfully document infrastructure in the IT Portal. The best practices
described should be considered guidelines for your users to quickly get
familiar with the IT Portal. The guide discusses the IT Portal interface in
detail to familiarize the end user with navigation. Then the document
goes into the discipline of proper infrastructure documentation. This
document was modelled after a discovery done by an MSP to onboard a
new customer. All aspects of the infrastructure were documented by the
onboarding team to ensure the helpdesk will have all they need to
support the new customer. Below is a listing of items that are generally
collected when doing documentation.

e Company Synopsis
o Who the Customer is and their line of business (Company
Synopsis Page, Options Menu)
o Physical location(s) (Add Menu =2 Sites)
Hours of Operation (Company Synopsis Page, Notes)
o Primary Contacts and Stakeholders (Company Synopsis
Page, Options Menu to select an existing contact)
=" Email
= Phone
o After hours Contacts and IT Contacts (Company Synopsis
Page, Notes)
" Email
= Phone
= When to contact and Severity
o General Remote Access Information (Company Synopsis
Page, Remote Access Notes)

O
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e Logical Groupings of Contacts and Devices

O
O
O
O

Sites (Add Menu -2 Sites)

Facilities within sites (Add Menu —> Facilities)

IP Networks (Add Menu = IP Networks)

Network diagrams if applicable (Add Menu = Documents)

¢ Vendor Information, Licensing, and Agreements (Add Menu =2
Agreements)

O

©)
©)
O
©)

Agreements expiration
Software subscriptions dates
Domain Name
SSL
Licensing
= Keys
= Login accounts
= Support info/accounts
= Device Warranties

e Device Management
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O

@)

O O O O O O

Servers physical and virtual and roles (Add Menu =
Devices)

Reboot dependencies (Add Menu =2 Lists or Documents w/
relationships defined)

Major application performance metrics (nice to have)
Workstations (Add Menu -2 Sites, Define number of
workstation per site)

Printers (Add/Import Menu = Devices)

Firewall (Add Menu —> Devices)

Routers (Add Menu = Devices)

Switches (Add Menu = Devices)

Storage (Add Menu —> Devices)

Content Filters (Add Menu > Devices)
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e Documentation

O

O

Specifically related to the customer goes in documents IE
Internal products or policies and procedures (Add Menu =
Documents)

Products we support goes in to knowledgebase. IE
Symantec Cloud (Add Menu > KBs)

e Accounts (Add/Import Menu = Accounts)

O

Service accounts

AD accounts

Administrator accounts for DSM
Registrar account

Cloud services accounts

e Configuration Items (Add/Import Menu = Config Items)
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Tangible items that are not IP addressable,
Application

LUNs (Defined Raid Sets on Storage Devices, not Servers)
Clusters

Databases

Web sites

Disks, and external drives

General DNS names

FTP sites

Group Policies

Map drives

Scheduled tasks

Services

SSID
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IT Portal Users

The IT Portal has different types of users and optional permissions

1.

Admins have full access to all companies and administrative
functions regardless of security restrictions in place.

. Regular users by default can’t configure the IT Portal but they

have access to all companies. You may restrict access to
companies if needed and it will apply to non-admin users.

. Restricted users are restricted to a subset of companies.
. Company users are user that are assigned to one company and

are typically used by MSPs/Systems Integrators for their
customers. Read only company users (Add/Edit/Delete
Permissions disabled) do not count towards your user count if you
are licensed for more than one IT Portal user.

. All Passwords permission gives users access to all passwords.

Otherwise the user should be given permission to the object to
access its username and password.

. Password Admins can run password list reports.
. Mobile App Access sets access to the free iPhone/Android App.

>

[ < I <]
<]

<]
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Login to the IT Portal

To login you must provide your username and password.

COMPANY
NAME HERE

Portal / Demo

dle Timeout: 8 Hours A4

SAVE USERNAME SAVE PASSWORD

Forgot password?

Forgot username?

Your IT Portal may be setup to require
an optional Key. During setup, an
encryption key is inputted to encrypt
and decrypt all usernames and
passwords. The optional key is used
as an extra security measure to salt
the existing key. If itis setup, you will
be required to enter it at every login
if you need access to
usernames/passwords.

If you forget your password and your
account is not active directory
integrated, you can reset your
password. If you forgot vyour

username, you must contact your admin.

If the computer you are logging into is untrusted, it is recommended
that you use a one-time password or Google Authenticator.

€D KB Setting up your one-time password

€22 KB Google Two Factor Authentication.

Optionally save your username and password and set your timeout. For
security reasons, you session expires if you login from another PC. You
will be informed that someone logged in from another IP address.

Page | 8
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http://kb.siportal.com/portal3/kb/#article/?rID=KB&KBID=2&Method=View&Permalink=3F28241D47787F565D46515D6469615D484158566370703F3F45DAEA97C1050EB15D8D9731B7360C9F0584F703BE9755682E10BEBBFEBC560704B2B0E3D125CC
https://kb.siportal.com/?U=15692731315251
http://kb.siportal.com/portal3/kb/#article/?rID=KB&KBID=2&Method=View&Permalink=3F28241D47787F565D46515D6469615D484158566370703F3F45DAEA97C1050EB15D8D9731B7360C9F0584F703BE9755682E10BEBBFEBC560704B2B0E3D125CC
http://kb.siportal.com/portal3/kb/#article/?rID=KB&KBID=2&Method=View&Permalink=3F28241D47787F565D46515D6469615D484158566370703F3F45DAEA97C1050EB15D8D9731B7360C9F0584F703BE9755682E10BEBBFEBC560704B2B0E3D125CC

IT Portal Interface

Mobile/Table/Desktop Friendly

The IT Portal is very device friendly. You should do most of your editing
from a device with a larger screen like a tablet or a desktop, but the IT
Portal will conform to the screen on your device. Below are examples of
how the IT Portal will look at different resolutions from a full desktop,
tablet, and smart phone. A fast searching mobile app is available at the
App Store and Google Play as well.
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MSP (Multi-Company) Synopsis View

If your IT Portal has more than one company defined, a multi-company

synopsis view is presented at login. This view is an aggregate of all the

objects in the IT Portal. This view provides a good understanding of your

support environment as object counts are provided.

Genera

i ™

Accounts (436)

Facilities (24)

& 3125 Devices

@  Backup Devices (1179

* Y% YT ol

! AC Units (192)

E Content Filters (9)
E' Disk Enclosures (3]
O IP Cameras (3)

5' Monitors (3)
B rcs

B Power Panels (6

o]

SANs (15)

Switches (110,

B o
g
=)
&

FTP Sites (2)

SSIDs (15)
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&8 Agreements (303)

i |P Networks (113

Access Control Units (3)
Blade Chassis (49

Controller (9)

iPad (4)
MySwitch1 (1)
PDUs (12)
Printers (150)
Servers (420)

Tablet (1)

) VMWare Host Server (1)

@ % %

% % v

Norkstations (54)

Application Connections (15)

Cellular {11
DHCP Scope (10)
Exchange (4)
PSEC VPN (2)
office 365 (1)

VPN Tunnel (1)

& Contacts (793)

& Companies (108)

S Active Directory (59)
Il Citrix Farms (4
& Copier (1)
-
b Faxfinders (3)
G ipkvis (12)
E  nNotebooks (7)
B  phone System (3)

Quickbooks (3)

I Smartphone (3)
& Test Devices (3)
L VPN Devices (18)

! XenApp Servers (1)

m

Applications (50)

Remote Access Configuration (1)

% v Y%

Web Sites (10)

B Sites (233)

@ Autoloaders (96)
! Clusters (3)

! DeviceTypePlural (3)
= Firewalls (24)

! LabTech Server (4)
! Others (42)

! Phone Systems (18)
uj Routers (37)

E ssop

0 Threat Manager (3)

L Wireless Access Points (48)

E >

S Backup20)

‘P Databases (24)
& ONs @)

B Firewall (3

& Ns @)

& Scheduled Tasks (1)
B website 6
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B 279 Documents

=
=
=
=
=
=
=

B6
o
of
o
o
o
o
o

ALL-FIELDS-EXAMPLE (5)
Build Books (24)
Discovery (3)

Install Doc (12)
Procedures (23)

Site Pics (5)

WOPIFiles (22)

80 Services
BackEnd (24)
DC (21)
Exchange (13)
GuysApp (5)
SAV (6)
Terminal (11)

Web (6)
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& 2 A B & B &8

Assessment (1)
contractl (22)

Doc (3)

Logos (27)

Project Documents (3)

SOPs (13)

Backup (392)
DHCP (19)
Fax (9)

IAS (13)
SharePoint (7)
UTM (2)

Wins (4)

L LR L L

8 & B & & &

Assessment (36)

dddddd (3)
Documentation (10)
Network Diagram (3)
Remote Access Config (3)

testing789123 (3)

BES (10)
DNS (22)
File (21)
Print (22)
SMS (3)

Virtualization (11)

L LR LI L L

2 & 82 & 8 &

BDR Documentation (17)
Diagram (25)

How to (2)

Policies (10)

Seript (1)

User Termination Guide (3)

Citrix (17)
EDI (7)
FTP (12)
RAS (5)
saL (13)

vSphere (5)
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Company Synopsis View
Below is an outline of the synopsis screen for a single company
1. Powerful CLI/Keyword searching

2. Critical Objects (See #7)

3. Links Menu (Admin Settings > Site Settings > Links)

4. Add/Import Menu

5. Settings Menus

6. Breadcrumb/Navigation

7. Click the Gear icon to toggle Widgets on/off

8. Company Name

9. Options Dropdown

o - 555 @ g
; @ Dashboard > 4 Companies > 4 Handover Mgmt Company § 7&
=

A 3% Client - Handover Mgmt Company 8 optons = | g
o Where you are in good hands HMC

& A

& «

&

P General

3 HM Qo

o.

000 00
000000
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Turning subscriptions on for all objects in a company

i Partner - Handover Mgmt Company E3 Options ~
HMC Where you are in good handsl 0 Delete
ral e

, N & Age
H M O e o &.cor
O - ) @ E = Pr F
Turning subscriptions on for an object in a company
& Blade Chassis - Dell-VRTX [ @ coie | Oprons +
Blade Chassis for Servers and Storage ac
QD
yned Contact a Last Logged In User deviuser1 QPa A
Descriptior Blad d T Blad: QPa i
Site B A Room = Tu
Rac t =/ L t L of R B
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Searching

As data sets grow, using an entire database search may not return a
fast enough result. Hence, we have two options and both are described
below.

Crawl Search
Searches all data in the Portal.

Quick Search
Searches the specific Fields:

. Object Types, Names, and Descriptions for (Sites, Facilities, Rack
Cabinets, IP Networks, Accounts, Agreements, Contacts,
Configurations, Documents, Devices, KBs, and Forms)

. All Names

. All Descriptions

. Agreement Vendor

. Contact Phone Number

. Contact Email

. Device Serial

« Device Tag

. Device IP Address

. Device MAC Address

. Device Manufacturer and Model

« Optionally can enable username search in Password Policy
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£ wrtx ESC

Alltypes *  Allcompanies *  Crawl Search = Reports 2

All Types & Account ol Agreement # Configuration % Device & Contact & Document & KB

& DelliDRAC Login - Login Accounts - Handover Mgmt Company
http://192.168.0.32

& Local Server Admin - Login Accounts - Handover Mgmt Company
Account used for Local Server Administrator, Active Directory Restore Mode, and the HMC-Template

& hmc\servicesl4 - AD Account - Handover Mgmt Company

AD Service Account used by a variety of services

¢} Third Party Maintenance Contract - SLAs
Lower cost warranty provider

Connectwise - Licenses

Connectwise Ticketing system license

]

handstoserve.org - Domain Registration

Physical Disk 0:0:3 - Disks
Virtual Disk 0 837.75GB Disk

Physical Disk 0:0:5 - Disks
Virtual Disk 0 837.75GB Disk

Physical Disk 0:0:7 - Disks
Virtual Disk 0 837.75GB Disk

Backup - Backup

Jim would be better if you would include some info on the backup

Symantec - Backup

Incremental Backup

A T S R

€D KB Search Overview & Video
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http://kb.siportal.com/portal3/#ajax-objects/?rID=KB&KBID=32&Method=View&RDM=0.3760034
http://kb.siportal.com/?U=XBnnv3Kx

Command Line Interface
The cursor always defaults to the CLI (Command Line Interface). The

example below “cd\handover” took us to the handover management

©  ed\handover B~ +- Civil Engineer~
() Dashboard > & Companies > & Handover Management Company . e &
% Prospect - Handover Management Company m fpelete MR

General Company Details Bo P d List M. S
General
MAIN SITE 1 DEVICE WARRANTY STATUS
EXPIRATION
Main Active
° ADDRESS START DATE
Address12 3/17/2021
Q WEBSITE O ENGINEER
http://www.cwise.com Mohit null Dhamija
o MANAGER
Mohit null Dhamija

Examples:

1. Go to a firewall

a. device\asa0l1l AKA dev\asa01
2. See a list of firewalls for company ACME

a. cd\acme\devicetype\firewall AKA cd\acme\dt\firewall
3. Go to a of document

a. document\network diagram
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The CLI works much like a DOS command prompt. Unlike DOS,
abbreviations are accepted in the commands and search criteria. If
currently viewing a company, the searches are limited to that company.

€» KB Describes the various Command Line Options

E:s>dir ac=

Volume in drive E iz SIPortal
Uolume Serial Mumber iz F439-B33C

A1-84-2015 @%:11 AM <DIR> Accelerated Inc
A1.-84-2815% @A9:15 AM <DIR> ACME

E:~>dir ACHME
Uolume in drive E is SIPortal
Uolume Serdial Humbher is F439-B33C

Directory of E:“ACME cdvacme Q

A1.-84-2815 @9:15 AH <DIR> -

Al1.-84-2815 @9:15 AM <DIR> .-

A1.-84-26815 B@9:12 AH <DIR> figreement
a?:14 AN <DIR> Cabhinets
a2:12 AH <DIR> Conf ig0bhjects
a?:12 AHM <DIR> Contacts
a2:21 AaH <DIR> Devices

tnordir ACHE“Dewvices

: Uolume in drive E iz SIPortal
Uolume Serdial Mumber is F437-B33C

! Directory of E:“ACHME“Devices [asiElaraitsl e

Al-84-26015 B89:21 <DIR> -
#1.-84-26015 B89:21 <DIR>
#1.-84-26015 B89:19

H1.-84.-26015 B89:19

#1.-84-26015 B89:19

H1.-84.-26015 B89:19

#1.-84-26015 B89:19

H1.-84.-26015 B89:19

A1-84-2015% @9:17 E:~>notepad E:-~ACME-Devices-ACHMEL841a
H1.-84.-26015 B89:19

91,/04/2015 B9:19 \acm\deviacme1841 3
91.,/84.,2015 B9:19 S Q

A1.-84-2015% B89:19 E:~ACME~Devices>»notepad ACMEiL84ia
11 Filef=s>
Q

ACHE1841a
ACHEEladeBi
Acme FTPA1
ACHEPIH
ACHESANB1

A AR LT

IHEaEnm

2 Dirds> 1.1 device\acme1841a
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http://kb.siportal.com/portal3/#ajax-objects/?rID=KB&KBID=32&Method=View&RDM=0.3760034
http://kb.siportal.com/portal3/#ajax-objects/?rID=KB&KBID=32&Method=View&RDM=0.3760034

Add/Import Menu

The + button will provide you options to add and import objects into the
IT Portal.

The “Add Objects” option allows you to manually create a single item. All
objects can be imported via a tab delimited file.

A~ E~ =+~ ¢

& Account
¢ Agresment
# Configuration

Cabinets

[ O

Contacts

G
Eh
1

Companies

b Device

& Document

a8 Facility

= Form Instances
i |P Networks

& KB

B Site

# Import Options and More..

The import process for devices also allows importing Servers,
Workstations, and IP Networks from Active Directory. Be sure to update
the description fields in AD so they get imported into the IT Portal.

You can also import/synchronize companies and contacts from Autotask
and ConnectWise. Contact support@siportal.com for integration with

your PSA if it has an APl otherwise use the import options.
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Import Account

1. Download and Populate Tab Delimited File

Download the sample file below. Do not modify the order of the first row containing the field names, doing so will cause the import
to fail. The second and third rows are sample accounts that you can use as a reference.

& import-accounts.xls

Mote 1.: The notes column can't be imported using a simple tab delimited file. To make importing easier we ask that you specify a file
name. After uploading the tab delimited file you will be asked to upload the HTML file containing the notes.
Mate 2.: Only one import should be run at a time

2. Select the modified file to upload

SELECT FILE OR DROP A FILE HERE

Import Device

3

Active Directory (Sites |P Metworks, Services, PCs) RMM & GPO (Windows Devices) Ehditd (MAC) RhAbA (Lira)

File Import (All Devices) APl import (10}

Create and run/schedule an Portal agent

Fill the form below to create an agent. Once the agent is downloaded, simply execute it from a maching in the
domain you wish to import. The user account running the script must have administrative permissions over all
imported devices, You can manage agents by clicking "Manage Agents” in the company options menu.

When executed, the agent will ask you if you want to import sites, subnets, servers, and PCs. After the first execution,
it will no longer prompt you and you can schedule the agent using task scheduler if you wish to import newly found
devices.

The agent will prompt to output to a log file if unable to connect to the portal because of firewall restrictions
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Object Lists

Below is a listing of the account objects in the IT Portal. Listing options

include

1. The ability to copy the list to your clipboard

2. You can print the list

3. You can export the list to CSV, Excel, or PDF File

4. You can also limit the number of items listed on screen

Q Filte p - 7 columns selected v
TYPE ACCOUNT DESCRIPTION LOGIN EXPIRES Add [TIALS OPTIONS
& FTP Account AccountN asd Mass Change R G oD@
) _ nt List P
G FTP Account asdfas GO L
Save (csv)
& FTP Account fortress 12345566777 [ §
Account Access
Remote ISO File Se . =
G FTP Account . - Print QR Labels (e ¢
ve d )
& FTP Account test (il ¢

You can use the filter field to find exactly what you are looking for. The

above listing was filtered by searching for the “fortress” The filtering

criteria simply has to be separated by a space.

& Account
Q fortress Options * 7 columns selected v
TYPE ACCOUNT DESCRIPTION LOGIN EXPIRES CREDENTIALS OPTIONS
& FTP Account fortress 2345566 9N12/2019 G @ L
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Documenting a Generic Device

In the IT Portal, you can document Servers, Routers, Firewalls, and
Switches. You also have custom devices like phone systems, KVM,
backup drives, Clusters, Active Directories, or UPS Systems. Store vital
information on these devices. Track information like configuration,
running services, IP addresses, passwords, applications, and more.

* General Information is used to identify the device

* Document Network Interfaces and what switch they are plugged into

* Document login and management info

* Links to contacts, devices, documents, agreements, and emails are
displayed to show how the device relates to the organization.

* Import WMI information from windows devices using the Option
button after adding/editing

Below | will describe the process used to document an FTP server for an
organization. Though this is an FTP server, the process of documenting
any device is pretty much the same. As information is acquired, you
should consider documenting it. In this scenario, an FTP server was setup
previously and an engineer was asked to document it.
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Adding a Device

We start the process by clicking the plus (+) button to get the add objects
context menu and then select “Device.” You can also go to the bottom

left Add Menu and select “Device.”

!

b

A

B I & N ] s I

A~ E~

Account

Agreement

Configuration

Cabinets

Contacts

Companies

Device

Document

Facility

Form Instances

IP Networks

KB

Site

Impert Options and Maore...
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1) Enter the Device Name.
2) Select the Company and Site that the device will exist in.
3) Select the type of device and a description of the device.

Add Device

Friendly Device Name*

ftp-servOl

Company*

Company-Handover Mgmt Company 0

Site”

CORPORATE CAMPUS v

Device Type*

SERVERS v n

Description

File Transfer (Ext & Int)

Services

[ BackEnd [JBackup CBES

[ Citrix pc | DHCP
[JDNS LJEDI ) Exchange
[JFax I File miap

L GuysApp LJ1Aas ] Print
LJRAS Jsav _J SharePoint
Osms OsaL [ Terminal
Out™m O Virtualization JvSphere
O web O Wins

Go To Step 2
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Device Options Menu

At this point, not much is documented. While viewing the device, you
can go to options menu to edit, delete, update, or enable subscriptions
to updates for this device. You can also access the options menu when

viewing a list of devices.

@ Server - ftp-servOl [ @ et | Options

File Transfer (Ext & Int) £ Delete
[ Edit
Overview Warranty/Support @ Update Device

(@ Update Device (txt)

~ s

General # Copy Device
Description File Transfer (Ext & Int) Device Type Servers Q,Device Access
Site B Corporate Campus Q, Password Access

Q Password Changes

Turn Subscription on!

'_‘ (j "d.‘\l'."a |C

Hostname & ftp-serv01
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Editing/Deleting Device

As changes are made to a device, the device should be edited to include
those changes. Changes are recorded and documented. Hence feel free
to make the needed changes knowing that your changes won’t result in
loss of data.

S EET Edit Server - ftp-servOl

) FRIENDLY DEVICE NAME ) HOSTNAME

ftp-servol ftp-servOl
DESCRIPTION ASSIGNED CONTACT

File Transfer (Ext & Int SELECT CONTACT v
DEVICE TYPE DOMAIN/REALM

SERVER v SELECT V
COMPANY - SITE FACILITY

CORPORATE CAMPUS v SELECT OPTIONAL v
CABINET LOCATION

SELECT CABINET v
INSTALLED BY NSTALL DATE

SELECT INSTALLED BY v &

Add Username and Password

3 B
Updating Device

Options Menu > “update device” is used to collect hardware
information via WMI calls. This will download a script that will
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automatically collect the data and send it to the IT Portal. Note, if you
run the script again, it will not modify any fields that already have data
populated. WMI information will be overwritten.

Pre-Requirements for update device to work include

You must be logged into a machine that is on the domain and your active
directory user account must have administrative permission to the
machine. Alternatively, if the machine is not domain joined, you can login
to the machine and run the “Update Device” script.

Before

& Server - SIP-OR-QA
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After

* Note: Some fields have been redacted for security reasons, but every field you see that is covered has data in the field.

& Server - SIP-OR-QA

4 L

] CAF4
-——
ol "
cnmm———

&5F F

e
=

The WMI information below was also collected. You may be tempted to
constantly update the device, but consider the information found below
as a baseline. The information below is a point in time of how this server
looked when it was first documented. As time goes by you can use this
information to compare the baseline disks, shares, software, and
services to those that currently exist on the production server. Hence
you can project the growth of a server and see how it has changed.
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WMI Tab

This particular view has a lot of sections you can review. This sample screenshot is the Services section.

Overview WMI Warranty/Support Changes (2)

Logical Disks Physical Disks Shares Services

Softwares NICs OS Info Processors

Memory Details System Enclosures USB Devices Processes

Scheduled Tasks

SERVICE NAME STATUS  STARTUP TYPE LOG ON AS SCAN DATE
ActiveX Installer (AxInstSV) Stopped  Disabled LocalSystem 9/17/2020
AllJoyn Router Service Stopped Manual NT AUTHORITY\LocalService 9/17/2020
Amazon SSM Agent Running  Auto LocalSystem 9/17/2020
App Readiness Stopped Manual LocalSystem 9/17/2020
Application Host Helper Service Running Auto localSystem 9/17/2020
Application Identity Stopped  Manual NT Authority\LocalService 9/17/2020
Application Information Stopped Manual LocalSystem 9/17/2020
Application Layer Gateway Service Stopped  Manual NT AUTHORITY\LocalService 9/17/2020
Application Management Stopped Manual LocalSystem 9/17/2020
AppX Deployment Service (AppXSVC) Stopped Manual LocalSystem 9/17/2020
ASP.NET State Service Stopped  Manual NT AUTHORITY\NetworkService 9/17/2020
Auto Time Zone Updater Stopped = Disabled NT AUTHORITY\LocalService 9/17/2020
AVCTP service Stopped Manual NT AUTHORITY\LocalService 9/17/2020
AWS Lite Guest Agent Running = Auto LocalSystem 9/17/2020
Background Intelligent Transfer Service Stopped Manual LocalSystem 9/17/2020
Background Tasks Infrastructure Service Running = Auto LocalSystem 9/17/2020
Base Filtering Engine Running Auto NT AUTHORITY\LocalService 9/17/2020
Bluetooth Audio Gateway Service Stopped Manual NT AUTHORITY\LocalService 9/17/2020
Bluetooth Support Service Stopped Manual NT AUTHORITY\LocalService 9/17/2020
Capability Access Manager Service Stopped Manual LocalSystem 9/17/2020
CaptureService_2315¢c3 Stopped Manual 9/17/2020
CaptureService_58b5a Stopped Manual 9/17/2020
Certificate Propagation Running Manual LocalSystem 9/17/2020

Page | 28 IT Portal



Remote Access Info and Passwords

To record management information about this device, two fields are
provided. “Preferred Access” to note the protocol/application used and
the IP address. If you prefer, you can specify a URL to be displayed
instead. The link title is the text that will be displayed. When the user
clicks the text, the URL will be accessed.

The username and password fields are used to access this device. Other
login accounts that are used for monitoring or exec level access can be
documented as separate accounts and linked to this device. That will be
covered next.

Editing a device access info

TmCEE Edit Server - ftp-servOl
5) FRIENDLY DEVICE NAME ) HOSTMAME
01
File Transfer L Ir SELECT CONTACT hd
DEVICE TYPE DOMAIN/REALM
SERVER v SELECT v m
CORPORATE CAMPUS v SELECT OPTIONA| v
SELECT CABINET v
SELECT INSTALLED BY v =

Edit Username and Password Clear Existing UserName & Password

(oo J e [ rmicon
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Edit Server - ftp-servOl

Hardware Purchasing Relationships Notes - Editor Folders Ne

ork Interfaces Management Ser Switch

Configurations Review Credentials Security

anty/Support

Preferred Access

Specify the protocol, IP address, and optional port number used to connect to this device for

on object for the application..

ice be sure to

create a configu

PROTOCOL

HTTPS Al Add FTP-SERVO1 v

TCP PORT

192.168.245

Alternative Link

You can also specify a custom link below to use to manage this device. The Link Title is the text tha

be displayed when \

ving this device

LINK/URL

http:/fremoteassist.acme.local/?device=1389

LINK TITLE

webConsole

Back Save & Close

Viewing a device access info

Main Local Login Account Management

& Username n n Preferred Access © htpsy//ftp-serv01:192.168.245
P Password n n Alternative Link webConsole

* Last Updated 12/01/2021 16:16:34 PM

i Network Interfaces

IP ADDRESSES IP NETWORK SUBNET MASK DESCRIPTION MAC ADDRESS SWITCH PORT

10.10.32.65 10.10.32.0 255.255.255.0/24
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Related Objects

The accounts below were documented that related to this device. While
editing the device, you can link these accounts. The last column is used
to provide information regarding the relationship between the account
and the device. Below we see support information for the FTP software,
a few FTP accounts that were setup, and an AD account used to start the
service.

Related Accounts

NAME TYPE DESCRIPTION RELATIONSHIP

@ Cerberus Support Accounts Website for Support

& sftp FTP Account Mational Student Clearing House Account
& sftp-nslc AD Account Account used to run the FreeSSHD Service
& UC-Backups FTP Account Cisco Login Account

Agreements were documented that relate to this device. The FTP
software license was documented in case the application needs to be
reinstalled. A public key was also saved, used by a particular user to login
to the FTP server.

Related Agreements

NAME TYPE DESCRIPTION RELATIONSHIP

¢ Cerberus Licenses FTP Server License

<l NSCL Public Key SSL Certificates National Student Clearing House Public Key
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Documented the vendors and users that have been involved in the setup
of this FTP server.

Related Contacts

NAME TYPE DESCRIPTION RELATIONSHIP

& Anita Tata Vendor Unix Admin Uses User SFTP for SPEEDE Transfer

& David Badhri Vendor Consultant SalesForce SFTP User Contact

& Michael Rhodes Users Receives SFTP files from Clearing House Reviews the National Clearing House files

Documented the devices that are related to this ftp server. The
relationship field notes the ports allowed for this FTP Server.

Related Devices

NAME TYPE DESCRIPTION RELATIONSHIP

;—' ltb-2921 Routers Internet going-thru Allowing 22 and 990 on IP 71.40.181.202

Documented the Install guides, testing procedures, and a build book that
has detailed the install and discusses the business requirements that
were met by using this particular FTP Server.

Related Documents

NAME TYPE DESCRIPTION RELATIONSHIP
B Parchment Guide  Install Doc
& SFTP Server Documentation SFTP Server Config Info SFTP Server

& Testing S5FTP Documentation Testing SFTP on FPUSFTP
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Assigned Configuration Objects

Configuration Objects can be linked but they can also be specifically
assigned to a device. In this case they were assigned. Below are
applications installed on the FTP Server and the DNS name for the FTP

Overview Relationships (1) Services (1)
CONFIG TYPE CONFIGURATION
Application Cerberus FTP Server
Application freeSSHd
FTPsite ftp.acmelocal

Configurations (3) Warranty/Support Credentials (1) Changes (5)

DESCRIPTION
Used for SPEED and SalesForce FTPS Transmissions
(Decommissioned) Used for SPEEDE SFTP Transmission

Site used by users to access files remotely

Recorded Field Changes

Field Changes were recorded as the device was updated in the IT Portal.

Overview Relationships (1) Services (1)

=Field Changes

Old Value

Date/Time: 09/03/2021 15:02:33 PM
Changed By: Cam LeBlanc

Field Name: altlinkdescription

web

Old Value

Date/Time: 09/03/2021 15:02:28 PM
Changed By: Cam LeBlanc

Field Name: altlinkdescription
webConsole

Old Value

Date/Time: 09/03/2021 15:01:48 PM
Changed By: Cam LeBlanc

Field Name: Description

File Transfer (Ext
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Configurations (3) Warranty/Support Credentials (1) Changes (5)

New Value

Date/Time: 09/03,/2021 15:02:33 PM
Changed By: Cam LeBlanc

Field Name: altlinkdescription
webConsole

New Value

Date/Time: 09/03/2021 15:02:28 PM
Changed By: Cam LeBlanc

Field Name: altlinkdescription

web

New Value

Date/Time: 09/03/2021 15:01:48 PM
Changed By: Cam LeBlanc

Field Name: Description

File Transfer (Ext & Int)

IT Portal



Services

Documented that this server is running the FTP Service. This allows for
services to be enumerated in the synopsis page.

Overview Relationships (1) Services (1) Configurations (3) Warranty/Support Credentials (1) Changes (5)

SERVICE DESCRIPTION

o TP

Synopsis Page Listing Services
(J 588 Services

&ff BackEnd (16) @ Backup (385) off BES(7) off  Citrix (14)
& DC(13) 2 DHCP (10) o DNS (16) & EDI(6)

¢ Exchange (6) o Fax(7) o8 File (12) o8 FTP (6)

& GuysApp (2) 8 145 (7 &8 Print (15) e RAS (5)
o SAV(T) 28 SharePoint (5) & SMS (3) o SQL(10)
& Terminal (9) o8 UTM (2) &8 Virtualization (13) 2 vSphere (7)
of Web (1) o Wins (4)

Review

After the server was put into production, changes that occurred on the
server were recorded via the Review tab

Ove ationsh Services (1) Configurations (3) Warranty/Support Review (3) Credentials (1) Changes (5)
Review
DATE/TIME NAME INTERACTION
09/03/2021 15:07:34 PM & Cam LeBlanc Licensed Cerberus
09/03/2021 15:07:18 PM & Cam LeBlanc FreeSSH[?Service is set to start using sftp-nsic sftp-nsic set as administrator of fpusftp to
start service
Under freeSSHd Settings --> Authentication tab updated freeSSHd public key folder path
09/03/2021 15:06:40 PM & Cam LeBlanc from "c\program files\freeSSHD" to "c\SFTPKeys" as stated in the documentation Also set

password authentication to disabled, was set to allowed Also set Public key authentication to
be required, was set to allowed
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Securing Access

While editing this device, restrictions were put in place to ensure that
only a group of users can access it. All other regular users were denied

)

access via the “Block all users..’

checkbox. Company users were also

blocked. Company users are usually restricted from accessing login
accounts used by your engineers. By default, all company objects can be
accessed by users. You can set restrictions at a company level, object

type level (i.e. Devices), or at an object level.

See KB for more information

General Access Permissions

NAME PERMISSION
Systems Enginzars D=y ':: mlaw
APPLY SETTINGS TO ALL DEVICES IN THIS COMPANY BLOCK ALL USERS NOT SPECIFIED ABOV

BLOCK ALL COMPANY USERS NOT SPECIFIED ABOVE
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Documenting Routers & Firewall

Configuration

The IT Portal has a configuration field for all devices. But the
configuration fields are most helpful for Routers and Firewalls. As
configurations are updated, each prior configuration is saved. You can
use the compare feature to see how a configuration has changed over
time. Below is an example of a firewall configuration. Highlighted in
black are the differences between two sample configurations.

Overview Relationships (28) Folders (2) Services (3) Switch Ports (1) Device Configuration (7) Configurations (11)
Warranty/Support Review (B) Credentials (1) MNotes (2) Changes (112)
CONFIGURATION FILE DATE UPLOADED BY NOTES
¥ cloudflare2.png (140KB) 09/09/2019 Civil Engineer
&8 ShawnNs.conf (45KB) 23/09/2015 Jane Jenkins

Configuration Text (Compare Revisions)

02/02/2017 - 221511 - Jim Jenkins - Old Value hd 06/07/2016 - 07:40:11 - Jim Jenkins - New Value v Compare
Saved
: Written by enable_15 at ©4:28:19.239 UTC Fri Aug 13 2818 : Written by enable_15 at ©84:28:19.239 UTC Fri Aug 13 2089
4 I¥ Ve 4
e t 1 - e
e +1 1 erfa etl

protocol dns maximum-length 512 domain-name ACME.lan
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Documenting Switches

You can define groups of ports for switches. While editing the switch or
a network interface for a device you specify where it is connected. For
modular switches, ports can be defined with optional FPC and slot
numbers.

& Network Interfaces

IP ADDRESSES IP NETWORK SUBNET MASK DESCRIPTION MAC ADDRESS SWITCH PORT
Dell-VRTX - 8 External Ethernet Ports - 1/0/1
Backup Server- 1-8- 3

192.168.59.212 10.10.32.0 255.255.255.0/24 Management IP 0005068A5F11 HP Switch 2 - HP2 - 21

192.168.59.55 Orlando Switch 255.255.255.0/24 1313 1212132312 FailoverAC - 1010 - 123456/1/14

Documenting Clusters

Clusters are virtual devices that is hosted by multiple devices. They
usually have an IP address for accessing the resource that is hosted by
the cluster. Clusters can be services like databases, virtualization, file,
and print services. Storage can also be shared in a clustered network raid
environment or shared in a group management. When documenting all
types of clusters be sure to document the virtual IPs and cluster
resources as configuration objects. Be sure to link the devices that are
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part of the cluster and the accounts used to login to the cluster.

@ Storage Cluster - Group-TPA-97

Main Tampa Storage Group

Qverview Relationships (10) Configurations (14) Warranty/Support Changes (1)

General
Description Main Tampa Storage Group Device Type Storage Clusters
Site B TPA-DC

Management

Preferred Access

@ https://10.29.48.96

an Network Interfaces

IP ADDRESSES IP NETWORK SUBNET MASK DESCRIPTION MAC ADDRESS
10.29.48.96 SAN VLAN 48 255.255.255.0/24 Management Group IP 0000A3F8821E
Hardware

Haost name & Group-TPA-57

Owerview Relationships (10) Configurations (14) Warranty/Support Changes (1)

Related Accounts

NAME

& grpadmin

TYPE DESCRIPTION RELATIONSHIP

Device Accounts iSCSI SAN Login

Related Devices

NAME
Ep rPa-su-10

EP tPa-su-10-101
ED TPa-su-10-104
EP TPa-sU-10-14

Ep rPa-su-10-96

ED TPaA-sU-10-98

Ep rPa-sw-10-01

ED TPa-sW-10-
01_Switch2

ED Group-TPA-240
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TYPE DESCRIPTION RELATIONSHIP
SANs Equilogic Storage Unit - SAS 15TB SAN

SANs Equilogic Storage Unit - SATA SAN

SANs

SANs Dell Equallogic PS6500 SAN

SANs Equilogic Storage Unit - SAS SAN

SANs Equilogic Storage Unit - SAS SAN

Switches SAN Switch 1

Switches San Switch 2 (Member2 in Stack)

Storage Clusters

[# Edit Options =

SWITCH PORT
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Qverview Relationships (10) Configurations (14) Warranty/Support Changes (1)

CONFIG TYPE CONFIGURATION DESCRIPTION

LUNs VWMStore-50 100TE LUN - Virtual Machines
LUNs VWMStore-51 100TE LUN - Virtual Machines
LUNs VWMStore-52 100TE LUN - Virtual Machines
LUNs WMStore-53 100TE LUN - Virtual Machines
LUNs WMStore-54 100TE LUN - Virtual Machines
LUNs WMStore-55 100TE LUN - Virtual Machines
LUNs VMStore-60 120GB LUN - Processes the Incoming Jobs
LUNs VMStore-61 1.22TB LUN - SQL Quorum
LUNs VMStore-62 S00TB LUN - Data Warehouse 1
LUNs VMStore-63 S00TB LUN - Data Warehouse 2
LUNs VMStore-64 S00TB LUN - Data Warehouse 3
LUNs VMStore-65 S00TE LUN - Data Warehouse 4
LUNs VMStore-66 500TE LUN - Data Warehouse 5
LUNs VMStore-150s 1SOs and Templates
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Documenting Accounts

Below is an example account used to manage a blackberry enterprise
environment. Accounts are typically used to record login, subscriptions,
and support accounts used by a company.

& AD Account - besadmin S

Used for BlackBerry services on the BES

General Relationships (1) Changes (2) Map

o DAAE O

Data Center

P Password ..B. e ACCOUNT NUMBER

JRL
https://bes01-svr

ADDRESS

00

3903 Ford Way, Suite 600, New York, NY, 10

28019380 034
* Last Updated 18/03/2021
Suite 4
o REPRESENTATIVE New York, NY 10018

James Smith
ADDRESS PHONE

212-555-1212

o EXPIRES
01/11/2022

TECH SUPPORT

800-359-4229

SALES PHONE

@ BIUSINESS FA)
718-555-1212
! 800-359-4228

Related Devices

NAME TYPE DESCRIPTION RELATIONSHIP

E' bes01-srv Servers MNew BlackBerry Enterprise Server
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Documenting Agreements

Below is a sample license from Microsoft for an exchange server
environment. Keep track of agreements like licenses, support contracts,
and SLAs. Ensuring you always have access to the needed info when
renewing or rebuilding.

Q¥ Licenses - Exchange SVR/STD CAL

Microsoft Open License

m

0o

§
Allached abo f e v 1ang your PO¥ 13-3523 and Ingram Micro Sasles Order #70-334184-192
) ber Cop
r K VRS 0 L ;
» ) TD CAL 2013 L1 1-04
o e
Relatea C
NAME TYPE DESCRIPTION RELATIONSHIP
3‘ maildl Servers New 2013 Exchange Mailbox Server
=' naill? Servers Dechange Mailhox Server
§' na e n o n
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Documenting Contacts

Below is a sample contact for a user at a company. Record information
regarding users and consultants that relate to a company.

* Link contacts to devices they may manage
* Assign skill sets to contacts to quickly find expertise

* Assign a picture for verification of individuals entering data centers

& Users - Kevin Smith

Systems Engineer

General telationships (2 kills (2

Related Devices
MAME TYPE DESCRIFTION RELATIONEHIP
A rd Servers
E. arura-{ SErvers First &zura Wi
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Documenting Configuration Objects

Below is a sample application documented in the IT Portal. Configuration
Objects are tangible and non-objects that are usually assigned or to
attached to devices. Examples of configuration objects includes
websites, disks, LUNs, applications, and Scheduled Tasks.

& SANs - HP P4000 CMC ESEEESy -

Centralized Managerment Console o manage HE NSMs

Motes

The installar for this application can alsn be fapnd in aur softwars repasiteny. But yau car sl capy the entire HP diractary and run the

executatle & it is java based. Racommend (o install the latest Java

Felated Conflgurations

MARE TYPE DESCRIFTION RELATIOMSHIP
A MEMIE LEME Ramote Raplicaten Node
& NzMiIb SAME Rzmote Replcaton Mode

Felated Davices

HAME TYPE DESCRIFTION RELATICMEHIP

a sanbackup ServErs File,/ Cruickbocks
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Documenting Documents

Save important files, images, and notes about your environment as
documents. Link them to devices and other objects. Sample Documents

include Build Books, Diagrams, Check Lists, Forms, DR Documentation,
and Policies and Procedures.

& Documentation - Discovery Checklist

.'\JI',:H' es
Exchange
D8 Backups

Gar-MadboxDatabate -Status | ft nama.last” -auto
Database Statistics, see KB Article
8 Storage Limits

Get MailboxDatabase | FL

NAME SSUSWAININGALOLAprohibitsendquota.pronitiend . delat ™ Mailb*
SMTR Limite, smarthasts, logaing

Cal-SendConnectys | 1 identilyenabled addiess” prole® Smasinosts RequirgTLS

Database Sires

Cel-MailboxDatobiose ~Stalus | select SeiveName Name Dalabasediie

Mardware

AMOUNt OF Mamary. (VIrtual) o Ha availaoie. s SN uged? 15 tha storage regundant
File Scrvers
_.h‘;.]‘_\ W Lopies

Share Lavel/NTES Parmissinns on Ghares

General
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Documenting Sites

Sites are groupings of devices. A site can be a physical site like a company
office, a data center, or a campus. Access a site to view address
information, network diagrams, IP networks, devices, and services
running on those devices.

& Site - Azure m S

Test Azure Site

N PN e
IO =S

This is our first azure degloyment, Listed are all the servers Currently in producton

2Nera [ewices |
Shovs [ 0 "-"l*.-nln-:;
DEVICE TYPE - DEVICE SITE IP ADDRESS DESCRIPTION MAKE MODEL
Sarvers arure-01 Anure azure-01 Mlicrosott Wirtual Machine

Showing 1 1o 1.0f 1 entries First Fresious 1 Mext Last
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Documenting Facilities

Facilities are groupings of devices that exist in a site. If a site was
considered a campus, a facility can be a building in that campus, a floor,
a suite, etc. Viewing a facility in the IT Portal is like a site as shown above.

Documenting Cabinets

Cabinets are groupings of devices that exist in a Rack/Cabinet. When
editing a device, you can define what cabinet it is located in. This can be
handy when locating where a device is physically housed in a rack.
Viewing a cabinet is in the IT Portal is like a site as shown above.

Documenting IP Networks

@& IPNetwork - LAN Subnet Gtions v

LAN Network at the Corporate Main Office
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Genera Active Director DNS Info IPs (B) Relationships (1)
Show entries
DEVICE TYPE *  DEVICE SITE IP ADDRESS NIC DESCRIPTION MAKE MODEL

Blade Chassis ACNYBladeD1 Main Office @ 10.10.10.62 Dell 1955
Server AcmeFTPO1 Data Center 4§ 192.168.1.101 Local Area Connection Dell PowerEdge R610
Servers ACTest 5-th site & 192.168.1.3 NIC To the netwaork Delid PowerEdge 1950
Servers DC-Test 5-th site & 192.168.1.32 Team VM Dell PowerEdge R710
Servers EXG-01 340 Ave Jda & 192.168.1.12 VMware, Inc. VMware Virtual Platform
Servers Generic Server Main Office 192.168.1.54 HP Procurve 2920

Showing 1 to 6 of 6 entries First Previous 1 Next Last

IP Networks let you group devices by logical IP Subnets. You can specify
the IP Network for a device while editing it. You can also use the “Move
Devices” wizard shown below.
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Documenting KB Articles

Create searchable knowledge base articles in the IT Portal. KB articles
should be used as general how to guides regarding the technologies that
you use to support your infrastructure. Information relating directly to a
company should be saved as a document. For example, a script to install
pre-requirements for a product can be in the KB, but a document
showing the results of running the script for a device should be kept
under documents.

& Knowledge Base Categories

- — — —_ ALL-FIELDS- — -
2 | @ Ubiquiti g || Active Directory gl AD g1 g || cdeded 2 || Change Control
EXAMPLE
— — _— Disaster — — —
2 | Cisco g || dfgdfghfdg il g || Driver Updates gl Emai 2 | Google Suite
Recov
— —  Microsoft — — _ —
g I Manuals g il g Il newcat il | Qatest il || Quickbooks il Scripts
Networks
] setup guide g1 sor d1 Tsble Test I1 Testcategory g1 testing 123 g1 tests

& Knowledge Base Articles

Q Filter Options ~ 6 columns selected v

KNOWLEDGE BASE ARTI
CATEGORY SUBCATECORY e COMPANY DESCRIPTION OPTIONS

& ActiveDirectory  546464564564564564 | E5L123 (i1

]
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Additional Information

If you need additional information, be sure to review our website
located at https://www.it-portal.com/v4/

We would also welcome you to view:
Administrator Guide

https://kb.siportal.com/?U=0KOgA2A2

Administrator Training

https://www.youtube.com/watch?v=bREqgqgnBQWs

Onboarding Guide

https://www.it-portal.com/releases/IT-Portal-Onboarding-Guide.pdf
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